RANSOMWARE
ON THE RISE

2M URL PAYLOADS

created each month for
credential harvesting through
phishing campaigns'

" Microsoft Digital Defense Report September 2020

> S REMOTE DESKTOP
fresien PROTOCOL (RDP)

usage increased

41%
in Q2 20202

2 Coveware Q2 2020 Ransomware Report

RANSOMWARE
CLAIMS INCREASED

239%

from 2018 to 20193

? Incidents reported for US based middle market and private
enterprise companies with a BBR or InfoSec policy

Percentage of

RANSOMWARE
INCIDENTS

where data had been exfiltrated?

8.7% s 22%

Q12020 Q2 2020

2 Coveware Q2 2020 Ransomware Report

$178,254

the average ransom
payment in Q2 2020

(up 60% from Q1)?

2 Coveware Q2 2020 Ransomware Report

4X

more extortion demands paid in
2019 than 20183

3 Incidents reported for US based middle market and private
enterprise companies with a BBR or InfoSec policy

RANSOMWARE
PAYMENTS IN 2019 WERE

3X

as large as 2018 payments?

3 Incidents reported for US based middle market and private
enterprise companies with a BBR or InfoSec policy

From 2018-2019, the total cost of
RANSOMWARE PAYMENTS

increased by

228%

3 Incidents reported for US based middle market and private
enterprise companies with a BBR or InfoSec policy
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